Kubepb6esonacHocTtb 2026:
TBOoS ULMPppPOoBas KPenocCTb

1A No 3awuTe AaHHbIX U IMYHOCTU B COBPEMEHHOM MUPE

W
\-.
ﬁ »
/ o § 5
{
LN
- -
.
. B
!
. 331
‘
.
\ -




Baw umdpposon
cnep— 3TO TOBap

* AKTUBHbIU cnep: To, YTO Bbl Ny6/INKyeTe
camu (NocTbl, POTO, KOMMEHTaPUN).

 [laccuBHbIN cnep: To, YTO cobupaeTcs
He3ameTHO (IP-agpec, nctopusa noucka,
reonokaums, Moaenb YCTPOMCTBA).

* Puck: [laHHble 13 cnmBoB (Hanpumep,
Delivery Club) HaBcerga ocTatoTcs B CETH
1 UCMONb3YKTCSH AN co34aHus LMdpoBoro
npodunsa unu aTak.

«HTEepHeT NOMHUT Oonblue,
YyeM BaM XOTenocb Obi».



CouuanbHas UH)XeHepuUS:
B3/710M YyenoBekKa, a He CUCTeMbl

OnpepeneHune: MaHunynauua nNoabMu ¢ Lenblo
nobyauTb UX COBEPLUUTb AEUCTBUA MU pal3rnacuTb

KOoHDUaeHUManbHyto nHGopmaLmio.
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Tpurrepbl B3fioma:

e Ctpax: «Balu akkayHT 3a6/10KMpoBaH!»
 Jlo6onbITCTBO: «CMOTPYU, YTO NPO Tebs1 Hanucanu!»
 XXanocTb: «CPOYHO HY)XHbI AIEHbI'M Ha OnepaLuIo».

MOLUEHHUKMU ULLYT YA3BUMOCTH B BalLeu -
NCUXONOrun, a He B NPOrpaMMHOM Kope.



Pbi6asika Ha faHHbIe:
AOuUnHr, BULLMHT, CMULLMHTI

®Ouwmunr (Phishing): CMmuwumnr (Smishing): Buwunr (Vishing):
[ToapenbHble CauTbl U SMS ¢ onacHbiMK [0n0CcCOoBOE MOLUEHHUYECTBO.
nucbma. Beerga ccbiikamu (Hanpumep, 3BOHKM OT «Cy)Obl
nposepsnTe URL BpyyHyto. «[lJocTaBKa OTMEHEHa»). 6e30nacHOCTMY.

Action: He nepexogurte no ccbijikaMm.
NMepe3BaHuBauTe No opuLmnaibHbIM HOMEpaM.



Oundenku: Korga
rna3sam u ywiam BepuTtb
He/b3s

» Ayano-pundeukun: M knoHnpyet
ronoc 61M3KOro YyenoBseka C
TOYHOCTbIO 00 95% Anga npocbbbl O
CPOYHOM MepeBoae AeHer.

« Bugeo-aundeuku: lNMogaenbHble
BUOE03BOHKM OT «Ha4yanbCTBa» Um
«POACTBEHHUKOBY.

« MeTopa 3awumTbl: [loroBopuTech ¢
6/IM3KMMUM O KOAOBOM CJlIOBE ANs
NOATBEPXKAEHMUSA IMYHOCTU B
3KCTPEHHbIX CUTYaLUSAX.




®unHaHCOBbIE JIOBYLUKW
U NIerkue JeHbrn

» «be3sonacHbi cuyeT»: Muao.
CotpyaHuku LUb unn nonmuyuu
HUKOra He npeanaratoT NepeBecTy
NieHbrN Ha «6e30MNacHbIN CYETY.

 lHBeCTULIMOHHOE MOLLEeHHUYEeCTBO:
deinkoBble KpUNTOOUPIKMN U
nnaTpopmbl, obellatoume
rapaHTUPOBaHHbIN AOXOA.

* HannuHble: TpeboBaHMe CHATb
HalnYHble U nepepaTtb Kypbepy —
100% npu3HaK MOLLUEHHMYeCTBa.




MoLlueHHNYEeCTBO B coLceTaX U JIoXKHada TexnogaepixkKa

delikoBble KOHKYPCb!: No)xHas TexnoaaepXxka:
Ccbinku Tuna «Mporonocyi 3a MeHA» BeAYT Ha BecnnbiBatoLme okHa «Batwu MK 3apakeH!» ¢
GULLIMHIrOBbIE CaiTbl AN KpaXKu Napons. HOMepoM TenedoHa MOLLEHHUKOB.

maBHoe npaBuno: Hukoraa He coobuianTe Koabl u3 SMS u Push-ysegomnenun (2FA).

JTO KJIIOUYU OT BalLueUn UdpoBOUN XXU3HMU.




BpepoHocHoe [10:
HeBuaumMble Bparu

e CUMNTOMbI 3apaXKeHus:
3amepneHune paboTbl, HOBblE
pacluMpeHus B bpay3sepe,
CaMOMNPOU3BOJSIbHbIE
rnepesarpysKu.

e Lindposanbiiuku (Ransomware):
[lporpamMmbl, KOTOpbIEe WUPPYHOT
pannbl 1 TPEOYIOT BbIKY.

* lLinnoHckoe MO (Spyware): CneguT
3a BBOJIOM KnaBuaTypbl U
aKTUBHOCTbIO 3KpaHa.

* UcTouHuK: [TnpaTtckui cogr,
TOPPEHTbI, 3apaXkeHHble USB-¢pneLukw.




Yrpo3bl cetu: Wi-Fi
u DDoS-aTaku

e My6nuynbin Wi-Fi: OTKpbITble ceTU B Kage
nepenatoT AaHHble B OTKPbITOM Buge. He
MCNoJSb3ynTe UX A1 6aHKOBCKUX onepauni
6e3 VPN.

e DDoS-ataku: [leperpyska cepBepoB
MWJIMOHAMM 3arpoCoB C 3apa)K€HHbIX
yCTPOUCTB (6OTHETOB).

e 3awuTta goma: MiameHunTe cTaHAapPTHbIN
naponb poytepa, oTknynte UPnP u
yaanleHHoe aAMUHUCTPUpPOBaHuUe.




KnbepoynnumHr n npecnep,osaHMe

O Ctatuctuka: 27% peten CTankuBanucb ¢ KN6epobynnmHrom, Ho ToNbKo 8%
poauTenen 3HalT 06 3aToOM.

O OokcuHr (Doxing): Myénukauusa NMYHbIX AaHHbIX (aApec, WKona) Ans TpaBw.
O CrankuHr: Cnexka yepes reotern n YeKuHbl B coLiceTax.

O CoserT: He BCcTynaunTe B Ananor ¢ arpeccopoM. bnokunpymnte n coobujamnte
agMUHUCTpauuu nnathopMbl.



[lepBas NMHUA OBGOPOHDI:
Maponu u MOA

e Maponu: MMUHUMYM 12 CUMBONOB, pa3Hble
AN KaXxaoro canta. icnonb3yurte
MeHeXep naponen.

e MDA (MFA): MHorogakTopHas
ayTeHTUduKauus. TpebyeT He TONbKO
3HaHue (Naposb), HO U BNageHune
(TenedoH) nnu cBONCTBO (6UOMETPUS).

e [MpaBuno: Bknouute 2FA Be3ae, rae ato
BO3MOXHO (locycnyru, couceTu, noyta).



[lporpaMmMHasn 3almTa:
AHTUBUPYCDbI U
06HoBNEeHUs

e PRO32: 3alymTa Be6-Kamepbl 1
6a30BbIX Yrpos.

o Kaspersky Internet Security: 3awura B
peanbHOM BPEMEHU U OT PULLKHra.

* Dr.Web Security Space: bnokupoBka
LN POBaNbLLIMKOB N OMacHbIX BE6-
pecypcos.

e O6HOBNEHMA: YCTaHaBNMBaNTe NaTyu
OC v npunoXxeHnn cpasy — OHU
3aKpbIBAlOT Ablpbl B 6€30MaCHOCTH.




Kputnyeckoe mMmbiluyieHne — ﬂy‘lll.lMﬁ dHTUBUPYC

* Yenoseyeckuin haktop: [poTuB coumanbHOR MHXeHepun paboTaeT TONIbKO Balll MO3T.
* [pHUMN HyneBoro fosepus: Ecnu npeanoxeHne CAMWKOM XOPOLLO, YTo6bl 6bITb NPaBAON — 3TO 06MaH.
* [May3a: MowweHHuKu ToponAaT («CpoyHo!»). BozbmuTe nayay, YTobbl NPOBEPUTL BaKTbl.



YeK-nucT
LM(PPOBOU MNMrueHbl

| | HacTpouTb ABYX(paKTOPHYHO
ayTeHTUOUKaLMIO (2FAS).

| | MpoBepnTb HAaCTPOWKMK
NPUBATHOCTM B COLICETAX.

| | YoanuTb Hemcnonb3yemble
aKKayHTbI.

| | lenatb perynsipHble pe3epBHble
Konuu (63kanbil).
| | CKauymBaTb NPUNOXEHMA TONbKO

M3 opuLManbHbIX MarasuHoB
(RuStore, App Store, Google Play).



byabTe yMHee XakepoB

Balua 6e30MacHOCTb B BalLUX PyKax. o /

«B Mupe, rge TexHonornu cTuparoT
rpaHb MeXzy nNpaBAon 1 NOXblo, Balla
64UTENBHOCTb — NYYLLUA LUT.
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